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WHAT IS 
WRONG?

Invoice Scheme



ACFE Report to the Nations

2010 2012

Annual Revenues lost to Fraud 5% 5%

Median Loss per incident $160,000 $140,000

Primary factor of loss Lack of internal controls Lack of internal controls

Typical scheme time duration 18 months 18 months

Clean employment histories 85% of fraudsters 87% of fraudsters

Typical occurrences of fraud Asset misappropriation Asset misappropriation

Percentage of Asset
Misappropriation

90% of cases 87% of cases



Fraud Subcategories



Fraud Subcategories



Occupational Frauds by Industry



Occupational Frauds by Industry



Anatomy of a “Fraudster”

 Male – 55% of reported occurrences in US

 Median loss:

 Males - $200,000

 Females - $91,000

 Between 31 and 45 years – 54% of occurrences

 First Time Offender – over 87% have no prior record

 Long-term employees = larger frauds



Register Scheme

 Issue 
 Unusual entries to inventory

 Red flags
 Lack of segregation of duties
 Controller abruptly quit when (and left town) when 

questioned about journal entries



Case Study #5



Case Study #5



Case Study #5



Case Study #5



Food Service Scheme

POS system Accounting 
system



Expense Report Scheme



Expense Report Scheme



Expense Report Scheme



Expense Report Scheme



Check Scheme



Check Scheme



Check Scheme



Benford’s Law

 Definition

 In any large, randomly produced set of natural numbers, such 
as tables of logarithms or corporate sales statistics, around 30 
percent will begin with the digit 1, 18 percent with 2, and so on, 
with the smallest percentage beginning with 9. 

 The law is applied in analyzing the validity of statistics and 
financial records.



Benford’s Law



CHECK DATE PAYEE AMOUNT

48422 11/3/2006 Owner's Other Company #1 $500,000.00

41966 1/14/2009 Owner's Other Company #2 $50,684.45

38120 3/11/2008 Owner's Other Company #2 $50,625.48

42173 2/13/2009 Owner's Other Company #2 $50,558.68

46937 7/11/2006 Owner's Father's Company $50,536.00

44347 8/31/2009 Owner's Other Company #2 $50,362.51

41839 12/17/2008 Owner's Other Company #2 $50,341.67

43345 5/20/2009 Owner's Other Company #2 $50,336.50

40759 2/3/2005 OWNER $50,000.00

41188 3/9/2005 OWNER $50,000.00

42320 6/15/2005 OWNER $50,000.00

42983 8/3/2005 OWNER $50,000.00

43231 9/2/2005 OWNER $50,000.00

43835 10/24/2005 OWNER $50,000.00

43836 10/24/2005 OWNER $50,000.00

44655 1/5/2006 OWNER $50,000.00

46074 5/1/2006 OWNER $50,000.00

46600 6/9/2006 OWNER $50,000.00

47512 8/29/2006 OWNER $50,000.00

47847 9/20/2006 OWNER $50,000.00

56291 8/27/2008 Owner's Other Company #2 $5,000.00

58867 6/30/2009 Owner's Daughter #1 $5,000.00

59522 9/29/2009 Owner's Daughter #1 $5,000.00

60394 2/11/2010 Owner's Other Company #2 $500.00

45037 2/2/2006 Owner's Other Company #2 $50.50

49059 12/20/2006 OWNER $50.00



Sparklines 



PowerView Map 



Multiple Schemes – Dixon, IL

 Approximate population of 15,500

 Approximate median income of approx. $36,000

 Comptroller – earned approx. $83,000/year at last year of 
employment

 Fraudulent activity began as early as December 18, 1990

 Alleged loss of approximately $53,000,000



Multiple Schemes – Dixon, IL

 Wires to personal account
 No reconciliation or confirmation of where money went

 Fictitious Invoices

 Mail intercepted



Bank Signature Card

WHAT’S WRONG?







Check example



Check Scheme

33

$83,000/year…living beyond means?



Referred to Law Enforcement



*”Other” category was not included in the 2010 report.

Not Referred to Law Enforcement



Recovery of Losses

Source – “2012 Report to the Nations” by the Association of Certified Fraud Examiners

Recovery Amount Frequency

No recovery 48.7%

1 – 25% 15.0%

26 – 50% 8.1%

51 – 99% 12.4%

100% 15.8%



 Form 3949A to report employee ‘earnings’ by victim 
company

 Form is only informational in nature
 Vs. 1099-MISC and/or W2

 Loss is deductible in year of discovery by entity

 If losses are deducted, any repayments are considered 
income in the year received

Reporting Losses to the IRS
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Key points

• Ask questions
– Where are processes not segregated?
– Are surprise checks being performed?
– What is the process for cash collections?

• Review and test information

• Trainings

• Use available resources to improve processes
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