Fraud Happens

March 6, 2014




“Invoice Scheme

WHAT IS
WRONG?

DAL |Financial Services

Invosce Dade: OBA142012
MANUAL INVOICE

Account: GETI450204005744507

Description Date Dus | Payment TesiUse Tax Total
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Tolal Amount Due TR 1T T A—

Please foreard your payment 1o the following address: s -

DFS ACCEPTANCE fers T __-#_-_..——l

Post Office Bax 5292 s it e S)ede
Carol Stream, IL 80197 o e

S

_TI1:5 Is & manual copy, and may or may not represent charges due at the time at which tha Invoice
is gensraied

Should you have any questions regarding this invoice, please do not kesitate to contact Customer
Service at 1-B77-577-3355

Sinceraly,

Miguel Watson
Customer Sarvice Coardinatar
Dl Financial Services
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” ACFE Report to the Nations

Annual Revenues lost to Fraud 5% 5%

Median Loss per incident $160,000 $140,000

Primary factor of loss Lack of internal controls Lack of internal controls
Typical scheme time duration 18 months 18 months

Clean employment histories 85% of fraudsters 87% of fraudsters
Typical occurrences of fraud Asset misappropriation Asset misappropriation
Percentage of Asset 90% of cases 87% of cases

Misappropriation

plante




Fraud Subcategories

Asset Misappropriation Sub-Categories

SCHEMES INVOLVING THEFT OF C.

REC!

Number uent n-f Iarl

Skimming

Cash Larceny

Billing

Expense
Reimbursements

Any schema inwhich cash is stolen
from an arganization before itis
recorded on the organization's bocks
and records

* Employee accapts payment from a
customer but does not record the
sala and instead pockets the monay

203

14.6%

$58.000

Any scheme inwhich cash is stolen
from an organization aiffer it has
been recorded on the organization’s
books and racords

SCHEMES INVOLVING FRAUL

Any schemea in which a parson
causas his or har employer 1o issue
a payment by submiting invoices for
fictitious goods or services, inflated
invoices or invoices for parsonal
purchases

* Employee steals cash and checks
from daily receipts bafore they can be
deposited in the bank

* Employee creates a shell company and
bills employer for servicas not actually
renderad

* Employee purchases personal items
and submits an invoice to employer for
paymant

DISBURSEMENTS O

th

152

11.0%

24.9%

$54.000

$100,000

Any scheme inwhich an employee
mzakes a claim for reimbursament
of fictitious or inflatad business
expensas

* Employee files fraudulent expanse
raport, claiming parsonal traval,
nonexistent meals, etc.

201

14.5%

$26,000




A

Check
Tampearing

Payroll

Cash Ragister
Disbursemants

.

Misappropriation
of Cash on Hand

Mon-Cash
Misappropriations

Any schemea inwhich a parson
steals his or her emplover's funds
by intarcapting, forging or altering a
check drawn on ona of the organiza-
tion's bank accounts

Any scheme inwhich an employees
causas his or her employar to issue
a pavment by making false claims
far compansation

Any scheme in which an emplovee
mzkes false entries on a cash regis-
tar to conceal the fraudulent removal
of cash

Any schemea inwhich the parpetrator
misappropriates cash kept on hand
at tha victim organization's premises

Any schema inwhich an emplovees
steals or misuses non-cash assets of
the victim arganization

* Fraud Subcategories

Employee steals blank company

chacks and makes tham out to himself

or an accomplice

* Employea steals an cutgoing check to

a vendor and daposits itinte his or har
own bank account

Employee claims overtime for hours
not worked

Employee adds ghost amployees to
the payraoll

Employee fraudulantly voids a sale on
hiz or har cash register and steals the

cash

Employee steals cash from a company
vault

Employee steals inventory from a
warehouse or storaroom

Employee steals or misuses confidan-
tial customer financial information

185

123

164

30

i

11.8%

3.6%

11.8%

17.2%

£143,000

$48.000

$25,000

£20,000

$52,000

plante
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Occupational Frauds by Industry

Organizations (Sorted by Median Loss)

_ Number of Cases

hining =500,000
Real Estate 23 2.0% £375.000
Construction 47 2.4% 300,000
Jil and Gas i 3.2% £250,000
Banking and Financial Services 229 16.7%: 232,000
hManufacturing 139 10.1%: =200,000
Health Care a2 B.7% =200.,000
Transportation and Warehousing 36 Z2.6% =180,000
Senvices {Other) 449 350 =1580,000
Communications and Publishing 9 0.7% 180,000
Other 7 0.5% =1580,000
Telecommunications 43 2.1% =135.000
Senices (Professional) 55 4. 0% 115,000
Agrculture, Forestry, Fishing and Hunting 20 1.5% =104,000
Govarnmant and Public Administration 147 10.3% 100,000
Ratail 23 E.1% £130,000
Technology a8 2.8% 100,000
Insurance 78 B.7% 85,000
Realigious, Charitable or Social Sendicas 54 2.9% 88,000
Arts, Entertainmnent and Recreation a2 2.3% =71.000
Wholesale Trade 27 2.0% £50,000
Utilities 24 1.8%% =38.000
Education a3 G.4% E36,000

maoran

adit » tax + consulting




Occupational Frauds by Industry

Organizations (Sorted by Median Loss)

_ Number of Cases

hining 0.7% =500,000
Reoal Estata 24 2.0%: 375,000
Construction 47 3.4%: 300,000
Jil and Gas 44 32% 250,000
Banking and Financial Services 229 16.7%: 232,000
hManufacturing 139 10.1%: =200,000
Health Care gz B.7%: 200,000
Transportation and Warehousing 36 Z2.6% =180,000
Senrdices (Dther] 49 3.6% =150.000
Communications and Publishing 9 0.7% 180,000
Other 7 0.5%: =150,000
Telecommunications 43 31% 135,000
Services (Professional 55 4 0% =115,000
Agrculture, Forestry, Fishing and Hunting 20 1.5% =104,000
Govarnmant and Public Administration P 141 10.3% =100.000
Ratail / a3 B.1% =100,000
Technology ) a3 2.8% $100.000
Insurance ) 78 E.7% £95,000
Raligious, Charitable or Social Serﬂua( 54 2.9% 88,000
Arts, Entertainment and Flec,raefGn 32 2.3% =71.000
VWholesale Trade / 27 2.0% ER0,000
Utilitios ) 24 18% | _—SIgTOeN
Education a3 Ba% | (

maoran

adit » tax + consulting
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Anatomy of a “Fraudster”

= Male — 55% of reported occurrences in US
" Median loss:
*= Males - $200,000
= Females-591,000
= Between 31 and 45 years — 54% of occurrences
= First Time Offender — over 87% have no prior record

" Long-term employees = larger frauds

plante
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/A
Register Scheme

= |[ssue

= Unusual entries to inventory

= Red flags
= lLack of segregation of duties

= Controller abruptly quit when (and left town) when
guestioned about journal entries

plante

moran



Entry No. Date Debit Account Account Name / Type Amount Entry Description

1000000647 4/3/72009 2901.000.000 Gift Card Liability / Liability 5 800.00 MCIVISA
1000000648 47972009 2901.000.000 Gift Card Liability 7 Liability 5 800.00 MCIVISA
1000000649 472172009 2128.000.000 UnVouchered Payables / Liability 5 1,500.00 MCIVISA
1000000651 4/28/2009 2128.000.000 UnVouchered Payables 7 Liability 5 400.00 MCIVISA
1000000657 57572009 2128.000.000 UnVouchered Payables / Liability 5 400.00 MCIVISA
1000000658 571472009 2128.000.000 UnVouchered Payables 7 Liability 5 Z00.00 MCIVISA
1000000663 6/5/Z2009 2901.000.000 Gift Card Liability / Liability 5 324.50 MCIVISA
1000000664 6/B8/Z009 2901.000.000 Gift Card Liability + Liability 5 150.00 MCIVISA
1000000665 61972009 2901.000.000 Gift Card Liability 7 Liability 5 Z200.00 MCIVISA
1000000712 72009 1131.020.001 Inventory /£ Asset 5 324.50 MCIVISA
1000000713 7352009 1131.018.001 Inventory £ Asset 5 Z200.00 MCIVISA
1000000715 TATFEO09 1131.004.001 Inventory / Asset 5 250.00 MCIVISA
1000000716 71372009 1131.007.001 Inventory / Asset 5 300.00 MCIVISA
1000000717 7AT2009 1131.007.001 Inventory / Asset 5 Z00.00 MCIVISA
1000000718 72472009 1131.018.001 Inventory / Asset 5 325.00 MCIVISA
1000000719 73072009 1131.017.001 Inventory /£ Asset 5 633.50 MCIVISA
1000000720 8/5/2009 1131.015.001 Inventory /£ Asset 5 250.00 MCIVISA
1000000721 81072009 1131.012.001 Inventory £ Asset 5 520.00 MCIVISA
1000000722 8/15/2009 1131.020.001 Inventory /£ Asset 5 220.00 MCIVISA
1000000723 81872009 1131.020.001 Inventory / Asset 5 150.00 MCIVISA
1000000724 8/20/2009 1131.018.001 Inventory / Asset 5 212.50 MCIVISA
1000000725 BS25/2009 1131.012.001 Inventory / Asset 5 500.00 MCIVISA
1000000726 BSZT/2009 1131.007.001 Inventory / Asset 5 300.00 MCIVISA
1000000727 9172009 1131.007.001 Inventory /£ Asset 5 &00.00 MCIVISA
1000000728 9452009 1131.015.001 Inventory £ Asset 5 450.50 MCIVISA
1000000729 I 1472009 1131.004.001 Inventory £ Asset 5 500.00 MCIVISA
1000000730 SMTIE009 1131.018.001 Inventory / Asset 5 350.00 MCIVISA
1000000731 9/21/2009 1131.017.001 Inventory / Asset 5 Z200.00 MCIVISA
1000000732 972372009 1131.012.001 Inventory / Asset 5 300.00 MCIVISA
1000000733 9/25/2009 1131.007.001 Inventory / Asset 5 Z00.00 MCIVISA
1000000734 9/26/2009 1131.015.001 Inventory / Asset 5 400.00 MCIVISA
1000000735 10/6/2009 1131.004.001 Inventory /£ Asset 5 500.00 MCIVISA
1000000736 10972009 1131.012.001 Inventory £ Asset 5 500.00 MCIVISA
1000000737 10/11/2009 1131.015.001 Inventory £ Asset 5 400.00 MCIVISA
1000000738 10192009 1131.007.001 Inventory / Asset 5 300.00 MCIVISA
1000000739 1072252009 1131.020.001 Inventory / Asset 5 400.00 MCIVISA
1000000740 1072652009 1131.012.001 Inventory / Asset 5 550.00 MCIVISA
1000000741 1072972009 1131.004.001 Inventory / Asset 5 800.00 MCIVISA
1000000742 1073052009 1131.007.001 Inventory /£ Asset 5 255.00 MCIVISA
1000000743 117372009 1131.010.001 Inventory /£ Asset 5 1,000.00 MCIVISA
1000000744 11/6/2009 1131.015.001 Inventory £ Asset 5 500.00 MCIVISA
1000000745 117972009 1131.020.001 Inventory £ Asset 5 500.00 MCIVISA
1000000746 1171052009 1131.018.001 Inventory / Asset 5 500.00 MCIVISA
1000000747 111372009 1131.012.001 Inventory / Asset 5 &00.00 MCIVISA
1000000748 1172052009 1131.004.001 Inventory / Asset 5 600.00 MCIVISA
1000000749 1172372009 1131.007.001 Inventory / Asset 5 600.00 MCIVISA
1000000750 1172572009 1131.012.001 Inventory /£ Asset 5 500.00 MCIVISA
1000000751 1173072009 1131.015.001 Inventory /£ Asset 5 500.00 MCIVISA
1000000752 127272009 1131.018.001 Inventory £ Asset 5 600.00 MCIVISA



I Transaction Detail

Tran Type
CCPurchase
CCPurchasze
CCPurchasze
CCPurchase
CCPurchasze
CCPurchasze
CCPurchasze
CCPurchasze
CCPurchasze
CCPurchasze
CCPurchasze
CCPurchase
CCPurchasze
CCPurchasze
CCPurchase
CCPurchasze
CCPurchasze
CCReturn
CCPurchasze
CCPurchasze
CCPurchase
CCPurchasze
CCPurchasze
CCPurchasze
CCPurchasze
CCPurchasze
CCReturn
CCPurchasze
CCPurchase
CCPurchasze
CCPurchasze
CCPurchase
CCPurchasze
CCPurchasze
CCPurchase
CCPurchasze
CCPurchasze
CCPurchase
CCPurchasze
CCPurchasze
CCPurchasze

Credit Card #

MOOOOCOO0000 520
HOCOO0O00000E114
HOOO0000000M3385
I000000000002380
HOOOO0O0000ME03T
JOOOO00O00OEE1
J00000000000(0420
HOOOO00000000 188
HOCOO0O0000M2634
HOOOO0000000EETE
HOCOO00000002482
HOOOO000000XE330
HOCOO0O00000213T
HOOOO0O0000OTE08
HOCOO0O000000 002
HOOOO000000OTBsT
HOOOO0O00000E595
MOOO00O0000003325
HOOOO000000OT 068
HOCOO0O0000MK4315
JO0000000000TED
HOOOO00000003E30
OOOO00O00OIEM
I000000000004TI3
OCOO0O0000ME42T
JOOOO00O002 381
HOOOO000000MEE92
HOCOO0O0000ME254
OOOOOOO00OE21
HOOOO00000002E65T
HOOOO000000Me485
HOCOO0O0000OITS3
OCOO0O0000ME045
OOOO00O00EE4M
MOOO00000000(5E58
HOOOO00000002885
HOOOO0O0000ME395
J00000000000(3TIZ
HOOOO000000OTETE
HOOOO000000ME238
0000000004692

Type Exp
AMEX D213
visa "oToe
visa "Toe
Mc a1z
AMEX D110
vIsa Moo
Mc oz
Mc - e
visa T
visa 112
me oz
visa T
M 111
Mc - e
visa D909
mc oz
mc 310
Mc o213
visa 111
visa D410
Mc  ooo
mc  "s10
AMEX 909
pisc "brog
visa 0a10
AMEX D112
AMEX D211
visa D310
visa "Ds0g
visa Mzoe
visa 412
AMEX 1111
visa o1
visa Mzoe
visa o709
M 111
visa 31z
visa Mz0o
AMEX D211
visa D811
Mc b3z

Result Code Amount$ ltem

AP
AP
AP
AR
AP
AP
AR
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AR
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AR
AP
AP
AP

oo
fa00
fa00
faoo
fa00
oo
faoo
fa00
oo
fa00
fa00
oo
fa00
fa00
oo
fa00
fa00
oo
fa00
fa00
faoo
fa00
oo
faoo
fa00
oo
fa00
fa00
oo
fa00
fa00
oo
fa00
fa00
oo
fa00
fa00
faoo
fa00
oo
faoo

" oz5q4.90 D012
" =50.00 Do
" ss0.00 ooz
¥ 21014.85 D003
" 512544 Doos
" =544 7005
" 5147130008
" =s20.35 D007
" =197.18 Doog
" s212.89 Dom
" z727.96 ooz
" =25.32"0003
" 541130004
" 158530005
" zig4.92Do00s
" =z175.50 D007
" =z124.97 Doos
¥ (5300.00) D001
" =75.32 D002
" =z182.07 D003
" s100.00 Doo4
¥ 540.34 D005
" =133.50 Do0s
" =10z.18Doo7
" 537195 oM
" =233.30 ooz
" iz119.89) D003
" 534503 Doos
" =rz.08’Doos
" z228.54 D008
" =z3z0.73 0007
F =z42.40 D008
" s=oo9zoog
" =zs08.75 0010
" 544553 D011
" so0.10'0012
" 2124521 0013
o o=zassom
" =200.49 ooz
" =g3za’oos
" =504.55 Doo4

Batch
Fg71
Flarz
Fla7z
Flo7z
Flarz
fg72
Flog72
Flarz
Rg72
fla73
fla73
F973
fla73
fla73
P73
fla73
fla73
Flo7s
Fla74
Fla74
Flo7a
Fla74
F1974
Flo7a
Fla7s
f975
Fla7s
Fla7s
F975
Fla7s
Fla7s
Fl975
Fla7s
Fla7s
Fla7s
Fla7s
Fla7s
Fla7e
378
"976
Fla78

Approval Keyed
504499  Swiped
557392 Swiped
557405 Swiped
534038  Swiped
E04021  Swiped
05738C  Swiped
ROZ558  Swiped
055878  Swiped
30435  Swiped
81218C  Swiped
02314 Swiped
61413  Swiped
09907  Swiped
115561  Swiped
039080  Swiped
96138F  Swiped
138738 Swiped
foooge  Keved

332623  Swiped
20766C  Swiped
007172 Swiped
B11148  Swiped
'E24567  Swiped
01135 Swiped
60131C  Swiped
40073  Swiped
fo00s1  Keyed

028514  Swiped
03511C  Swiped
01518C  Swiped
09572G  Swiped
F31771  Keved

01562C  Swiped
512060  Swiped
519408 Swiped
309123 Swiped
02818 Swiped
803020  Keyed

500698  Swiped
053148  Swiped
65053  Swiped

Receipt Ho

RC000000005374
RC000000005374
RCO00010000537 44
RCO000000053745
RCO0000000537 42
RCO0000000537 43
RC0000000053751
RCo000000083753
RCO000000053754
RC0000000053755
RC0000100005375E
RCO00000005375E
RCO000000053753
RC000010000537E0
RC00000000537E
RCO0000000537E2

RCO000000053TES
RCO000000053TES
RC00001000053765
RC0000M000053TEE
RCO000M000053TET
RCO000000053TES
RCO0000000537ES
RCo000000083770
RCO000M000053772
RCO000M000053773
RC00001000053774
RCO0000000537 75
RCO000M0000837 77
RC000010000537 73
RC0000000053720
RC00000000537E1
RC00001000063722
RCO0000000537E3
RCO0000000537 34

RCO0000000537 36
RCO000M0000537E7
RCO000000053723

Clerk

KT
KT
R
EL
EL
EL
KT
EL
KT
KT
R
R
R
R
R
R

EL
EL
EL
EL
KT

TCW

EL
KT
R
KT
R
EL
R
R
R
R
KT
EL
EL
R
R
EL
KT

Date
farzamng
far30/09
fa3r30/09
fas0me
far30/09
33009
f330/09
far30/09
33009
far31/09
far31/09
3310
far31/09
far31/09
33109
far31/09
far31/09
40103
fa4/01/09
fa4/01/09
f4/01/08
fa4/01/09
M4/01/09
fa4/01/09
fa4m02/09
M4/02/09
fa4m02/09
fa4m02/09
4r02m09
fa4m02/09
fa4m02/09
fa4s02m09
fa4m02/09
fa4m02/09
f4r02m03
fa4m02/09
fa4/02/09
fa4/03m9
fa4/03/09
410309
fa4/0309

Time

16:49:39
10:25:11
10:25:20
11:03:29
11:05:44
14:05:40
14:36:565
17:58:51
2001511
11:23:25
11:25:14
13:14:15
14:43:55
14:55:34
15:01:30
18:34:14
15:01:54
08:58:57
12:58:25
17:13:56
17:43:57
19:27:33
19:31:57
20:00:15
09:38:21
11:00:33
11:27:35
12:04:23
12:04:50
12:11:52
13:04:00
13:56:59
16:16:54
16:46:15
17:08:32
174509
19:56:11
09:32:12
11:28:37
13:58:44
17:50:53



I Transaction Detail

Tran Type Credit Card # Type Exp Result Code Amount$ ltem Batch Approval Keyed Receipt Ho Clerk  Date Time
CCPurchase HOOOOO00000(1520  AMEX 213 AP fioo " 351490012 Mo71 604453 Swiped Marzam0e 154939
CCPurchase WOO000000002114 visa "o7oe ar oo 7 sso.00'boot Mevz 557382 Swiped RCOOODIODOOSITH KT M330/08 10:25:11
CCPurchase WNO0000000000C3385 vIsa "oToe ar oo 7 sso.00'booz Mevz 557405 Swiped RCOOODODOOSITH KT fa3008 10:29:20
CCPurchase HO0O0000000380 MC D312 AP oo " s1014.95"003 Mo72 834038 Swiped RCOOONOONOSST4E R Mam009 110329
CCPurchase WOO0000000XE037 AMEX D110 AP oo 7 s125.44"h004 Mo7z 504021 Swiped RCONODIOOOOSIT4S EL f3/30/09 11:09:44
CCPurchase HO000000000MEIST VISA M010 AP oo " 525447005 M972  05738C Swiped RCO0OOIOOOOSIT4E EL M3/30/09 14:09:40
CCPurchase WO00000000xed20 Mc o210 AP oo 7 s147.13"0008 M97Z  R0OZ558  Swiped RCO0OMONONGIT4I BL M3/30/00 14:36:55
CCPurchase WOO0000000(1188 MC 0811 A oo " ss29.35"h007 M97Z 0SS58TB Swiped RCOOODIODOOSITEL KT M3/30/08 17:58:51
CCPurchase HO000000000EE34 VISA D111 AP oo 7 219715008 o7z 30435 Swiped RCO00OIOOO0SITE: EL M3EM09 2001911
CCPurchase WOO0000000XESTE VIsa 11z ar oo 7 s218.89'ho01 MeTE 81218C Swiped RCONONODOOSITE4 KT M09 112328
CCPurchase W00000000000@esz M Mz a0 Moo 7 o=7z7as’iooz MoTa 02914 Swiped RCODO0IOOOOEITES KT 3109 1129014

[ A [ A r . r. F, ,
bDODOD(?SE? MC 0112 AP 000 S175.59 0007 1973 96138P Swiped RC0000

F. r. r r F, :
OO000O(8595 MC 0310 AP 000 $184.97 0008 1973 138738 Swiped RC0000

F- F. r [ A F, F
10000003325 MC 0213 AP 000 ($800.00) 0001 1974 000098 [Keyed

" " 4 0002 " % iped RC0000
©OOO00OKT068 VISA 1111 AP 000 $76.32 0002 1974 832623 Swiped

" " r 0003 " iped RC0000
00000XX4315 VISA "0410 AP 000 " $162.0770003 "1974 20766C  Swiped

( ( y ( £ : RC0000
I0O000K3ITS9 MC 0909 AP 000 $100.00 0004 1974 007172 Swiped

" " r 0005 " % iped RC0000
I0O000OK3680 MC 0510 AP 000 $40.34 0005 1974 611146 Swiped

(i " r (. £ % ; RC0000
0000003601 AMEX 0909 AP 000 $139.50 0006 1974 524567 Swiped

.o e e T e T =
CCPurchase WOO0000000KEE5T VIsa 1209 AP ooo 7 s228s4"D00s MeTs 01518C  Swiped RCO0ONO000SITTS EL fn4r0z09 12:11:52
CCPurchase WOO0000000Ke485 VIsa D412 4P oo 7 s320.73"h007 MeTs 09578G  Swiped RCO0ONOOOOSITET R f4/02/090 13:04:00
CCPurchase HOOOOOOOOOMXTINS AMEX 111 AP fioo 7 =42.40008 975 M317T1 Keyed  RCODOMOOODEITTS Rl Meinz09 1356859
CCPurchase HNO000000000GE04e VISA 11 AP Too T seooz’oos Me7s 01582C Swiped RCOD0MOO00SITED R M4/02/09 158:16:54
CCPurchase WOO0000000XEE41 VIsa Mz09 AP oo 7 ss08.75"D010 METS 512080 Swiped RCO0ONOOOOSITE R M4/02/09 16:46:15
CCPurchase HOOOOOOO0O0XEEES VIS TT0g AP fioo " 5445537011 975 519408 Swiped RCO0OMOOOOEITEZ KT Meinz0e 17.08:32
CCPurchase W00000000000@eas M M1 AP Moo T =o0.10'0012 MoTs 09123 Swiped RCODO0I000BITEE EL f4/02/00 17:45.08
CCPurchase WO000000000KE390 VIsa 0312 AP oo " 312482170013 Me7s 02816 Swiped RCONONONOOSITE4 EL M4/02/08 19:56:11
CCPurchase HOO0O0000000M3TIZ VISA 200 AP fioo " =455T001 MoTE  B0302D Keyed Ful Mamnane 093212
CCPurchase HO0000000000TETE AMEX D211 AP Moo 7 s2oo.4a’ooz MoTs 00838 Swiped RCODO0IOOOOEITEE R 40309 11:26:37
CCPurchase HO000000000GE238 VISa Ds11 AP oo " =93223003 M976 053148 Swiped RCO00MOONOSITET EL M&/n09 135844
CCPurchase HO000000000ME82 MC D312 AP fioo 7 =s04.56o04 Movs MES053 Swiped RCODOMOOODEITES KT M4/03/08 17:50:53



CC Transaction Input CC Transaction Input CC Transaction Input
Type Credit Card Number Type Amount Method Date Time Type Credit Card Number Type Amount Method Date Time Type Credit Card Number Type Amount Method Date  Time

Retum XCCOCOOOD000G3S. MC (800.00) Keyed  04/01/09 08:58:57 [l Retum XOOOOOOOOOD0G325. MC (400.00) Keyed  01/04/10  16:44:40 [ Retum 30O0DCOOO0OO0325. MC (300.00) Keyed 17:0839
Retum 3OCOCOOOD0OON35 . MC (800.00) Keyed X00C000000000325. MC (300.00) Keyed 010510 15:10:17 [ Retum 3OO00COCOO0000325 MO (400.00) Keyed 17:09:07
Retum OCOCOO0D00O05. MC (1,500.00) Keyed 3000000000000325. MC (200.00) Keyed  01/06/10  1607:56 [ Retum JOO0O0COO0D00325. MC (275.55) Keyed 1753135
Retum OCOCOOOD000N3 . MC (800.00) Keyed XCOC000000000325. MC (1200.00) Keyed  01/11/10 10:33:52 [IlRetum 3OOCOCO0O0OKK075 VISA (245.58) Keyed 17:10:12
Retum IOCOCOOODO0003S . MC (400.00) Keyed 0000000000325 MC (500.00) Keyed  01/14/10 163324 [IMRetum JOO0DOCOOOD00325 MC (284.42) Keyed 17:1124
Retum OCOCCCODOO003S . MC (200.00) Keyed XCOCO00000000323. MC (50000) Keyed  01/16/10  1831:13 [l Retum JOOOOCCOOOONNIOTS VISA (275.48) Keyed 21:02:55
Retum OCOCODODOOONS . MC (324.50) Keyed 3000000000000325. MC (300.00) Keyed 012210 0008:11 [Retum JOO0OOCOO0DO0I25 MC (274.52) Keyed 21:03:38
Retum XCCOCOO0D0000G3S. MC (150.00) Keyed XOO000C0000003325. MC (400.00) Keyed 0122710 211721 [MRetum 30OCOCOOOOGKKIOTS VISA (285.30) Keyed 10 185551
Retum 3OCOCOOOD0OON35 . MC (200.00) Keyed X00C000000000325. MC (300.00) Keyed  0123/10 12:14:49 [MRetum JOOODOCOOOTNKITS VISA (285.30) Keyed  08/05/10 222757
Retum OCOCOO0D00O05. MC (324.50) Keyed 3000000000000325. MC (200.00) Keyed  0127/10 21:48:54 [MRetum JOO0OOCOO0D00325. MC (284.50) Keyed 080510 2220:00
Retum OCOCOOOD000N3 . MC (200.00) Keyed XCOC000000000325. MC (200.00) Keyed 012910 115755 [ Retum 3000000000005 MO (255.75) Keyed  03/06/10 16:1321
Retum IOCOCOOODO0003S . MC (250.00) Keyed 0000000000325 MC (400.00) Keyed 015010 2220:16 [ Retum JOO0DOCOOODO025 MC (285.40) Keyed  03/14/10 192528
Retum OCOCCCODOO003S . MC (300.00) Keyed XCOCO00000000323. MC (50000) Keyed  02/05/10 2008:50 [l Retum SOOOOCCOOOONIOTS VISA (284.60) Keyed 08/ 192536
Retum OCOCODODOOONS . MC (200.00) Keyed 3000000000000325. MC (692.00) Keyed  0217/10  15:08:10 [ Retum JOO0O0COO0DO025 MC (250.00) Keyed 08 173855
Retum XCCOCOO0D0000G3S. MC (325.00) Keyed XOO000C0000003325. MC (300.00) Keyed  0219/10  14:59:33 [ Retum 30O0OCOOO0OO0325. MC (246.25) Keyed ' 212036
Retum 3OCOCOOOD0OON35 . MC (633.30) Keyed X00C000000000325. MC (300.00) Keyed 022010 1529:55 [ Retum JOOOODOCOOOTNKITS VISA (267.25) Keyed 21530:18
Retum OCOCOO0D00O05. MC (250.00) Keyed 53325 MC (20000) Keyed 022310 17:10:42 [ Retum 30O0O0COO0D00325. MC (289.00) Keyed 18:55:13
Retur] Retum XCODODOOOGKKIOTS | VISA (111.00) Keyed 185357
Retun] / 03 00-‘1 v % 15 § 1 0 13_ -J. S' = s Retum OCODOCOCOGO0325. MC (285.00) Keyed 154122
Retur] .1 | 3 Retum JOCOCCCOCOO0023 MC (200.00) Keyed 222638
Retur] \ - 7 o Retum 3OCODOCOCODO025. MC (250.00) Keyed 1924:02
Retus] r Retum JOCCOCOOOOCGKNOTS | VISA (200.00) Keyed 1924:45
Retun flgg gg“., % "4 10 3 l - ""0."'4 Retum XXXXXXXXKKKKI32S MC (230.00) Keyed 230915
Retun] \ : ) a3 L1 I3V Retum XOCOCOOOOOGKNIOTS | VISA (245.50) Keyed 20:13:27
Retur] Retum OCOC0COC0000325 MO (225.50) Keyed 16:09:51
Retun] r : . ” Retum OCODOCOCOGO0325. MC (400.00) Keyed 09:59:34
Retur] fA 3{:’ »:'3\‘! % j 6 10 j l -OJ 455 Retum JOCOCOCOCOGINOTS | VISA (150.00) Keyed 230834
Retur] A\ . J - - o Retum 3OCODOCOCODO0325. MC (200.00) Keyed 19:18:55
Retus] r Retum 3COODCCCO0000325. MC (300.00) Keyed 19:03:02
Retur] /AN DY Y. J -J, ‘ Retum XOOOCO000CGKKISTS | VISA (200.00) Keyed 112931
Retus] ] 33 j:] | % JD 10 l 1 1 50 Retum 3CO0D0CC00000325. MC (400.00) Keyed 204748
Retur] - " F, S Retum 3OCODOCOCO0O0325 MC (500.00) Keyed 0810 16:43:25
Retus] r Retum 3COODCCCO0000325. MC (500.00) Keyed | 110910 214317
Returt ‘."4 gg UO‘, D'I' D N § 1 0 ls_ 5 6, S Mretun XOCCOOOOOOOO0I2. MC (400.00) Keyed | LU1L/10  18:03:40
Retus] \ ' ) J 3 ¥ 39 Pretum XXOOOCOOOKXKINT | VISA (#7533 Keyed  "1124/10 092906
Retur] Retum XOOOCO000COGKKISTS | VISA (43467) Keyed 120210 1030:10
Retus] = r . E - Retum JOCCOCOOOOCOGKNOTS | VISA 63116 Keyed 120410 200210
Retur] i M 0:) 00‘1 0 | % | 10 16- Jgrﬂj Retum JOCODODODOGKNSTS VISA (395.15) Keyed | 120810 10:12:41
Retus] - . J / . - Retum 3CO0D0CC00000325. MC (6875) Keyed 71210110 101247
Returr e —rren e TRyl Retum | JO0000C000GKKI9T5 VISA (489.90) Keyed | 121510 08:5028
Retum XCCOCOO0D0000G3S. MC (500.00) Keyed XOO000C0000003325. MC (300.00) Keyed  05/19/10 11:46:56 [ Retum J0O0OCOOO0T00325. MC (293.36) Keyed | 12/13/10  16:59:50
Retum OCOCOOODOOON5S . MC (500.00) Keyed | 4 2338
Retum XCCOCOO0D0000G3S. MC (500.00) Keyed - \ Ir.:} L% . %1656
Retum OCOCOOODOOON5S . MC (600.00) Keyed J v, J > . E\ 'e A5
Retum XCCOCOO0D0000G3S. MC (600.00) Keyed 112009 16:39:07 \ / - 3523
Retum 3OCOCOOOD000035 . MC (600.00) Keyed 11,2309 201531 = ol r 314
Retum XICOOOOCOOOO03S MC (500.00) Keyed  '11/25/00 1026:49 19'?5 \"IS { ,"51 5 S ! K . d 0 1828
Retum 3OCOCOOOD000035 . MC (500.00) Keyed 113009 180703 J ¥, \ gasl E" E 3339
Retum XCCOCOO0D0000G3S. MC (600.00) Keyed ’ - 3407
Retum 3OCOCOOOD000035 . MC (500.00) Keyed - | P ETER
Retum XCCOCOO0D0000G3S. MC (400.00) Keyed 15 \'IC .r"I _1 K » d U 1501
Retum 3OCOCOOOD000035 . MC (200.00) Keyed D - s o it I E\ E #3826
Retum XCCOCOO0D0000G3S. MC (400.00) Keyed 43:
Retum 3OCOCOOOD000035 . MC (600.00) Keyed -

Retum XCCOCOO0D0000G3S. MC (600.00) Keyed fSéS _t 1 6 S"l

Retum JOOCCCOOO00GG32 0 MC (300.00) Keyed % . o ..IJI

Retum XCCOCOO0D0000G3S. MC (600.00) Keyed 1/

Retum 3OCOCOOOD000035 . MC (500.00) Keyed  "12/26/09 2132:54 [200.00) Keyed 011510 173L11 3 [1423.05) Keyed

Betumn IOOOOOOODE0DG0325 MC (500.00) Keyed "1231/00 13:4526 [ Retum CCOOOCOOOOTG3S . MC (100.00) Keyed "0715/10 | 173131 (568.416.78)



' Food Service Scheme

REGISTER

POS system

106
105
195
106
195
105
203
102
105
206
105
306
103
105
106
206
106
106
103
106
104
105
406
105
10
106
106
106
105
102
103

DATE

08/28/12
09/03/12
09/10/12
09/17/12
09/17/12
09/21/12
09/24/12
10/10/12
10/15/12
10/25/12
10/31/12
11/02/12
11/07/12
11/12/12
11/16/12
11/26/12
11/27/12
11/28/12
11/29/12
12/03/12
12/05/12
12/07/12
12/12/12
12/12/12
12/13/12
12/17/12
12/18/12
12/20/12
12/20/12
01/09/13
01/10/13
TOTAL

TOTAL COUNTED

30.00
3.00
150

495.60
943
343.75
2250
116.05
31195
102 00
307.50
246.00
679.95
347.50
25775
12675
385.70
180.35
232.50
492 00
76.50
133.75
110.90
193.60
14415
36670
389.00
282 85
232.00
18080
334.55

b 7,136.58

P&M Notes

Missing

Missing

Missing

Missing

Missing

Missing

Missing

Missing

Known missing 5311.95
Known missing 5102.00
Known missing 5307.50
Missing

Missing

Missing

Missing

Missing

Missing

Missing

Missing

Known missing 549455
Known missing 576.50
Known missing $133.75
Known missing $110.90
Known missing $178.60
Known missing 514415
Known missing 5362.60
Known missing 5378.20
Known missing 5225.50
Missing

Known missing $180.80
Known missing $334.55

Actual Deposit
Amount

5.00

7025
8.60

245

410

7.35

Difference

(30.00)
(3.00)
(1.50)

(495.60)
(9.43)

(343.75)

(22.50)

{116.05)

(311.95)

(102.00)

(307.50)

(246.00)

(679.95)

(347.50)

(252.75)

(126.75)

(315.45)

{171.75)

(232.50)

(489.55)

(76.50)

(133.75)

(110.90)

(193.60)

(144.15)

(362.60)

(389.00)

(275.50)

(232.00)

{180.80)

(334.55)

S (7.038.83)

Accounting
system
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]fxpense Report Scheme

Transaction Details

QM3T2010 Sat  HYATT HOTELS DFW GT00FW AIRPORT 468.47 |4
OMII2010 Sat  J ALEXANDERS 0001TILIVOMLA BE.O7T B,
02772010 Sal  MITCHELLS FISH MKT TLIVOMLA WETT A
032772010 Sat  RADISSOM HOTEL FT WOFORT WORTH 689,47
OW28/2010 Thu EBDE'S STEAK & CHOP HFORT WORTH 208 87 A

©

D

audit - tax +




i
Expense Report Scheme

Transaction Details

FHESS  Account Mumbsr
XX

0Y272010 Sat  HYATT HOTELS DFW E700FW AIRPORT 468.47 |
Q2772010 Sat  J ALEXANDERS 0001TZLIVONLA 88.07 A
ONZT/2010 Sal  MITCHELLS FISH MKT TLIVOMLA TE.TT DA
032772010 Sat  RADISSON HOTEL FT WOFORT WORTH BA9.AT '
V2872010 Thu BOE'S STEAK & CHOP HFORT WORTH g 87 N

©




Mitcheil’s Fish Market
| 6ti3 Hagoer iy Koad
Iviita, Michigan 44142
T34 -q64- 360!

Tiark You For Yoor s ipes
Visil Uur ddisite al
weed MitcheilsFishMarke
Cowing in April:
rlavors of The Pacific R
Join us for Castrer

Restaurant Copy

|
L}
R .

plante

moran

audit - tax - ca




Expense Repor

1111472011 Mon

1111412011 Mon

1N4/2011 Mon

1102011 Thu
1102011 Thu
HHo/2011 The
I Thu

11102011 Thu

1110472011 Frb

11/02/2011 Wed
11/01/2011 Tue
11012041 Toa
110172011 Tue
1110172011 Tue

101!0@11 Sun

09/24/2011 Sat

Transaction Details
red for F

eem——

MARRIOTT337V25esWatrSEATTLE WA
MARRIOTTI37V25eaWalrSEATTLE WA
MARRIOTTIITV230aWalrSEATTLE WA

SHERATON SUITES WILMWILMINGTON DE
SHERATON SUITES WILMWILMINGTON DE
SHERATON SUITES WILMWILMINGTOMN DE
SHERATON SUITES WILMWILMINGTON DE

ANTHONY'S PIEREE BELSEATTLE WA

MARRIOTTJWINDI HIGHVINDIANAPOLIS N

HILTON GARCEN INN DUDURHAM [
EAGLE CHAUFFEURED SEGLEN MIELS  PA
SHERATOM SUITES WILMIWILMINGTON ~ DE
VZWRLES-IVRVN 3367098009220204

WESTIN METROPOLITAN DETROIT M

SHERATON SUITES WILMWILMINGTON  DE

MARRIOTT 337345TACLRSANTA CLARA

CA

1,168.18
1,088.88
2,174,558

26290
262.90
262,80

30521

254.04
106.32
275.88
454,82
352.26

7.500.00




éheck Scheme

il |
o R ur
- Ll -, " =1 - T "

g G e o b 2 Account Summary SN S et :
05/01 Beginning Balance $44,183.84 Number of Days in Perlod 31
8 Chacks $(100,604.98)
5 Withdrawals / Debits $(2,288,654.04)
4 Depasits / Credits $2,350,754.04
0531 Ending Balance 5 5,578.86
Checks 9 checks totaling 100,604.98
* Indicates gap in check sequence  [w Blaggronic Imege 5 = Subgtitule Check
Hurriber Date Paid Amount MNumber  Date Paid Amount, Numbar __ Date Paid Amounk
507 05/01 B67S.00 513 05703 4,500.00 517 05/18 24,200,00
511% 05/01 500000 515 05/02 12,504.68 518 05/15 7,500.00
512 05/05 406000 516 05/09 4,985.75 519 05/17 29,179.55

¥




éheck Scheme

$44,183.34
$(100,604.98)

 hRde % w0 - 3 -:iAccount Summary]
) : \ $(2,288,654.04)
05/01 Beginning Balance Hﬁéﬁﬂ)
: Ww;m d s62,288,654.09) / ’2,3”,754.“
4 Depasits / Credits $2,350,754,04 '
a5731 IEﬂﬂanEalEl'll:E L 5 .E,E?H.E'EJ $ .5'67& : :

Checks

=iing 100,604.98'

* Indicates gap in check sequence | m Blactronic Tmege sﬂ&I
Amount 4 amom:

Humber Date Paid

Amount  Number

507 05/01
511% 08/01

512 3 05/05

B5675.00 | 513
5,000.00 K315
4,060.00

24,200.00
7,500.00

8,675.00 5|

5,000.00 | 33
4,060.00 (" 53

plante

moran




éheck Scheme

(5731 BALMNCE 15,676,865

CHECK--DATEmmnm e e e - EHOUNT - - e TRACE CHECK--[DRATB---=vamsna pMIINT - e mmmm e e TRACE (HECK==DATE-<—----=-- AHOUNT =mms s 65 asTRACE

207 05,01 ,675.00 0006008618 0267  [B13 0E/D3 4,000.00 QUOI6GI62613060  S17 05/l 24,200.00 0BEOOSR1SEIINS
[FTT e 4,985, T5 Pooieson1esosst  B16 05/02  10,000.00 dO0ISS0EL0RLETE  G18 05/ TI500.00 0001zs0E16583
21h

AR 4 TR DbOEn0se1Taz4N TS L0057 OOMEOGI902637  B13O5/17  29,170.55 DOULESDEZIZS37S

Checks 9 checks totaling 100,604.98

* Indicates gap in check sequence | w Blactronic Imege 5 = Substitute Check

Number Date Paid Amount  Number Date Pald Amount  Number Date Paid Amount

507 05/01 B,675.00 513 05/03 4,500.00 517 05/18 24,200,00
511~ 05/01 5,000.00 515° 05/02 12,504.68 518 05/15 7,500.00
512 R 05/05 4060.00 516 05/09 4,985.75 519 05/17 29,179.55

A

I



Benford’s Law

» Definition

* |nany large, randomly produced set of natural numbers, such
as tables of logarithms or corporate sales statistics, around 30
percent will begin with the digit 1, 18 percent with 2, and so on,
with the smallest percentage beginning with 9.

= The law is applied in analyzing the validity of statistics and
financial records.

plante

moran




Count

2100.00
2000.00
1500.00
1800.00
1700.00
1600.00
1500.00
1400.00
1300.00
1200.00
1100.00
1000.00
500.00
200.00
700.00
£00.00
500.00
400.00
300.00
200.00
100.00
0.00

)
=

[
—

i

Tt I = I = T Y
o™ N M

T
wmﬂﬂﬂﬂmm hhlail

— uwy (=] ™ = — [Te) (=] o = — L [=3] [vr] =
=t - =t [f] w o (=] L= - - = [==] [==] (=2} (=]
Digit Sequence

== Upper Bound

= Lower Bound

= Expected Count . Actual Count

Olante
p—

M




CHECK DATE PAYEE AMOU NT

48422
41966
38120
42173
46937
44347
41839
43345
40759
41188
42320
42983
43231
43835
43836
44655
46074
46600
47512
47847
56291
58867
59522
60394
45037

49059

11/3/2006
1/14/2009
3/11/2008
2/13/2009
7/11/2006
8/31/2009
12/17/2008
5/20/2009
2/3/2005
3/9/2005
6/15/2005
8/3/2005
9/2/2005
10/24/2005
10/24/2005
1/5/2006
5/1/2006
6/9/2006
8/29/2006
9/20/2006
8/27/2008
6/30/2009
9/29/2009
2/11/2010
2/2/2006
12/20/2006

Owner's Other Company #1
Owner's Other Company #2
Owner's Other Company #2
Owner's Other Company #2
Owner's Father's Company
Owner's Other Company #2
Owner's Other Company #2
Owner's Other Company #2
OWNER

OWNER

OWNER

OWNER

OWNER

OWNER

OWNER

OWNER

OWNER

OWNER

OWNER

OWNER

Owner's Other Company #2
Owner's Daughter #1
Owner's Daughter #1
Owner's Other Company #2
Owner's Other Company #2

OWNER

$500,000.00
$50,684.45
$50,625.48

$50,558.68
$50,536.00
$50,362.51
$50,341.67
$50,336.50

_$50,000.00

$500,000.00
$50,684.45
$50,625.48
$50,558.68
$50,536.00
$50,362.51
$50,341.67
$50,336.50
$50,000.00
$50,000.00
$50,000.00
$50,000.00
$50,000.00
$50,000.00
$50,000.00
$50,000.00
$50,000.00
$50,000.00
$50,000.00
$50,000.00
$5,000.00
$5,000.00
$5,000.00
$500.00
$50.50

$50.00



74 /]

Vi

Sparklines

Vendor Count Amount Sparkline
|
BIG BOX STORE 333 $ 35,296.71 LW‘_.U|,w-l.w-u\4.ank‘Jl"LuM—Mw&;“."vJ‘.M
CELL PHONE CO 226 | $ 162,196.52 |/ ,“J M LA L0 M f'lq |
! ) v'r{ AMW KM\M'JH .-.‘L‘l A\n W/ .Nl‘&.rh v bmr
A
I\ 1 = i e A | | “~
EMPLOYEE 75 $ 57,572.32 “v\fvf\l“{_!u M | | i
I.-f—/" |l_r‘/
HARDWARE STORE 370 S 15,540.12 MLI hlL)UI il ““ | | Mw}_”
LAWYERS INC 209 S 85,122.64 " )f' W‘"”‘F‘“’J\ J Lo st AN b AN
MUSIC CO 190 S 41,525.67 l.} h[
J"Ww____,__;.__,_;.,_'ﬂ_M‘u_«_p_m‘\J.—.— L.«..-....-,..-.:J l
OFFICE SUPPLY 460 s 154,609.61 7JL . | ﬂ[llmm....._r.;_....
. . |
TRANSPORTATION CO 244 |'s 60,777.33 xmh'h}‘.wh\»p'wjiwuu-‘w LTS T
UNIFORM RENTAL 395 s 14,403.90 ’
| DU W

plante
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PowerView Map

PowerView Map Report in Excel
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Kdultiple Schemes — Dixon, IL

Approximate population of 15,500

Approximate median income of approx. $36,000

Comptroller — earned approx. $83,000/year at last year of
employment

Fraudulent activity began as early as December 18, 1990

Alleged loss of approximately $53,000,000

plante

moran



Kdultiple Schemes — Dixon, IL

= Wires to personal account

= No reconciliation or confirmation of where money went

= Fictitious Invoices

= Mail intercepted

plante

moran



* Bank Signature Card

’
y

WKL UST BRER n-q-li - Tn -l._t BANNY

“Hame {Primary Gwmer| B Thccount Ng. | "
Cicy of Diman, IL i

WHAT'S WRONG? Srest Address " Trvee

L1) Wast Second Streer, PO Rox 64

[P—

= RECDA Réaurde TPurnd

Ghy and State 2p
Dixcn, 1L | 510210386

Homa Fhene J" of Blrth | Mothers Maiden Hame

B15-288-1485 1-10-53 | seniok
Emplover [ Wik Phane

Acy of Dixgn o BL5-288-1483
Tax ID or 8.3, Numper ) .
. . r r HEW 1 ADD I EEPL .
Qumsrshlp Opaned By ]Ec "o. Jnm '

JﬂH’H ﬂHﬂHHh IH'“' Bl e A J-Il-"ﬂ lenapin wilh Aght of surckarabis, roi an lndask b Hha snileiag .
gﬂmlm o Braht  [] Man Aespeat Alse- Wt Efcovemmant on Erofe |,,.:|-_~.;.:a.{:iﬁ"""'" '

s [ Pariretshig G Prand LLE [ Team Sthor i
"Eaeh et Fesident Allen Mest oompiets 8 Wl Form j
THE UNDERSIGNED ASREES Tl THE TERMS AND CONDITIONS AT THE RiGHT TR
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IEY OICE

INWODCE MO o

EESFE. I:13'D]! 2
NVOICE DATE 11715 04
FEOVERLIH CODE - &505

e R il e B ATET LRI

a0 Jiby Casb PAYHE MNITMEER [Gls

City Hall

Moo

[ e |

EPLARNATE N OF CHARLES PAY FROB THES INWONCE

LA TICN Peorls faremne E__i-[:-‘*l'
LOCAL SECTION: $6-00137-D0-HR, (Dienn] F.d |;‘[l- '
RCHITH: FAU BT P Y e
SHCTON: e o Byl
DL L SN

OB WO C 0TS }
FEOIBCT ML HEE{-SFHA 4 00T }DI
COPTTRACT MO 5340 '

The Apreerrant bebweemn Chioy ol Drsoom,
and toes St of Mlincria provides that the City will reimburss the Stk G SEwner
gormalruciSon oot

Oy SHARE 5S4 Do0LH

Fayerent Doe Dabe 11,757 0 2004 - POW DUE . S5 D001 On])

FLEASH MAKE CHECE FATYAELE T THEASURER, ATATE OF ILLIMNOTS
AN RATE T [Mlinods Departeemt of Traosdgao et o

Room 522, Harry B Hacley Bullding

20 Ba, Bdrleson Paskowsag

Bprtngfield L 62764

plante
moran
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IEY OICE

INWODCE MO o
EESFE. I:13'D]! S
NVOICE DATE 11715 04
EEVERLIHCODE - &505-

e R il e B ATET LRI

a0 Jiby Casb PAYHE MNITMEER [Gls
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Referred to Law Enforcement

Cases Referred to Law Enforcement

2012
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4 Not Referred to Law Enforcement

Reason(s) Case Not Referred to Law Enforcement
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*”Other” category was not included in the 2010 report.



Recovery of Losses

No recovery 48.7%
1-25% 15.0%
26 — 50% 8.1%
51-99% 12.4%
100% 15.8%
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Source — “2012 Report to the Nations” by the Association of Certified Fraud Examiners
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Reporting Losses to the IRS

" Form 3949A to report employee ‘earnings’ by victim
company

= Form is only informational in nature
= \/s. 1099-MISC and/or W2

" Loss is deductible in year of discovery by entity

" |f losses are deducted, any repayments are considered
income in the year received
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Key points

Ask questions

— Where are processes not segregated?

— Are surprise checks being performed?

— What is the process for cash collections?
Review and test information

Trainings

Use available resources to improve processes
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Presenter

Michelle McHale-Adams, CPA/CFF, CFE
Principal - Forensic Investigative Services

Michelle is Plante Moran’s forensic investigative practice leader. Her presentations are tailored to the
unique needs of each audience and include key insights and industry-specific case studies gathered
from more than 17 years of experience in forensic investigations.

Michelle has conducted numerous interviews, located and reviewed key documents, analyzed
numerous financial records, traced assets, and quantified the financial impact of fraudulent activities
for many clients in numerous industries. She has assisted counsel in discovery matters and has
testified at trial regarding economic damage calculations and forensic accounting findings. Michelle
has also provided financial consulting services for many large and small entities that were not in
litigation.

A portion of this consulting is related to performing numerous specialized internal control reviews
whereby vulnerable areas of the controls over cash are identified. She has helped organizations
prepare economic loss claims with insurance companies that were the result of employee fraud or
white-collar crime.

www.forensic-accounting.plantemoran.com

Michelle.Mchale@plantemoran.com
616.643.4059 or 248.223.3858
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